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Project Description
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Project Scope

Objective

Develop a device to secure specified air space from 
unmanned flight vehicles.
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Drones with cameras and 
possible explosives (IEDs) 
pose a security threat to the 
public and military safety.

Problem
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Figure 1: DJI Mavic Pro Quadcopter 4k Drone [1]

Customer Needs
Drone Specs

Effectiveness 

Range

• Typical household drones

• Minimum Requirement: disable
• Bonus: recovery

• 30 feet radius hemisphere

Figure 2: Visual representation of desired dome [2]
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30 ft

30 ft
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Customer Needs

Power

Operation 

Portability

• AC Power
• 120 Volts

• Trained human operator

• Portable
• 4 hour assembly time

Figure 4: Simple wall plug and outlet [4]

Figure 3: Visual representation of sample user operation [3]
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Target Catalog
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METRIC TARGET UNITS

Time to assemble device 4 h

Device current 15-20 A

Device voltage 120 V

Range of device (dome) 30 ft

Time to find/lock on to target 30 s

Time to neutralize drone 5 s

Probability of takedown 90 %

Time to disassemble device 4 h

Project cost 5000 USD

Quantitative Target Values
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Selected Design
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Concept Selection
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Detection

Control

Neutralization

• Video • Operator

• Manual

• Weighted Net• RF Interference
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Figure 5: video detection of a drone and bird [5].
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Detection System

• An array of video cameras will be used to 

gain 360 field of view

• Open source object recognition 

application to process video

• Provides general location of detected 

drone to user

TARGET

NOT TARGET

Video

• Awaiting arrival of purchased camera

• Testing open source software for 

drone recognition

Figure 6: SJCAM SJ4000 Action Camera [6].

Update
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Neutralization System
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• Sound emitted from long range 

acoustic device (LRAD) at resonant 

frequency of the gyroscope or 

accelerometer.

• Multiplying effect

• Causing false orientation readings 

being sent to flight controller.

• Jam 2.4GHz radio frequency band.

• Four channels needed.

• Disrupt controller ↔ drone 

communication

Figure 7: four channels of 2.4GHz band [7].

Figure 8: gyroscope schematic [8].

Sound (Pressure) Wave Attack

Radio Frequency Interference
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Update

• Solution was determined to be infeasible through testing
• Testing occurred at night due to ear irritation
• Brief testing will be conducted on future drones
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Sound Update

Figure 9: tethered drone for testing. Figure 10: motor reading on oscilloscope.
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Update

FAMU-FSU COLLEGE OF ENGINEERING

DEPARTMENTS OF M.E. & E.C.E. 

FAMU-FSU COLLEGE OF ENGINEERING

DEPARTMENTS OF M.E. & E.C.E. TEAM 13

Latarence

Butts

ExpectedReality



14TEAM 13

FAMU-FSU COLLEGE OF ENGINEERING

DEPARTMENTS OF M.E. & E.C.E. 

Justin 

Wawrzyniak

Use compressed air to launch a weighted net at drone.

Neutralization System

Weighted Net Attack

1 2 3 4
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• All parts 

purchased

• Stainless steel 

pipes and fittings

• ¼” nominal pipes 

and fittings

• 150 psi 

compressor

Weighted Net Attack

Launcher

Figure 11: illustration of weighted net attack.

Compressor

Trigger Valve

2 ft Launcher Tubes 

Justin 

Wawrzyniak
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• Test launcher

• Begin purchasing 

support and angle 

control parts

• Determine how to 

allow for manual 

aiming

Weighted Net Attack

Up Next

Figure 12: illustration of weighted net attack.
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Weighted Net Attack

𝑃1 = 150 𝑝𝑠𝑖

𝜌1 = 0.687 ൘
𝑙𝑏𝑓

𝑓𝑡3

𝑉1 = ?

𝐴1 =
𝜋 ∗ 𝑑2

4

𝑑 = 0.364 in

𝑃2 = 14.7 𝑝𝑠𝑖

𝜌2 = 0.075 ൘
𝑙𝑏𝑓

𝑓𝑡3

𝑉2 = ?

𝐴2 = 4 ∗ 𝐴1
ℎ1 = 1.5 𝑓𝑡

ℎ2 = 4 𝑓𝑡

1

2

Determine Compressor Specs

𝜌1 𝑉1 𝐴1 = 𝜌2 𝑉2 𝐴2

ሶ𝑚1 = ሶ𝑚2

𝑉1 =
𝜌2 𝑉2 𝐴2
𝜌1𝐴1

Mass Conservation

Piping max pressure

Air at P1 and T = 70°F

ID for ¼” nominal pipe

Average height b/w 

upper and lower 

launcher tubes

Ambient pressure

Air at P2 and T = 70°F

Air exits four ¼” 

nominal pipes

Figure 13: illustration of weighted net attack.

𝑃1
𝜌1

+
𝑉1

2

2
+ 𝑔ℎ1 =

𝑃2
𝜌2

+
𝑉2

2

2
+ 𝑔ℎ2

Bernoulli's Equation

…solve for V2
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Weighted Net Attack
Determine Compressor Specs

𝑉2 = 𝑉0 = 88 ൗ𝑓𝑡
𝑠

𝜃 = 10°

No Air Resistance

No Pressure Loss From Compressor

𝑅𝑎𝑛𝑔𝑒 = 101 𝑓𝑡

𝐻𝑒𝑖𝑔ℎ𝑡 = 8 𝑓𝑡

𝑇𝑖𝑚𝑒 = 1.17 𝑠

𝜃 = 45° 𝑅𝑎𝑛𝑔𝑒 = 245 𝑓𝑡

𝐻𝑒𝑖𝑔ℎ𝑡 = 64 𝑓𝑡

𝑇𝑖𝑚𝑒 = 3.94 𝑠
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Future Activities
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Project Plan

TEAM 13

Natalie
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Semester Starts

Small-Scale Testing

Design Phase

Build Prototype

DR 4

Testing & Validation

Spring Break

DR 5

Final Documention

DR 6

Engineering Design Day

Finalize Project

DR 7

Finals

Graduation

Activities Milestones
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Purchasing Update

Detection

• Camera

Control

• Tripod (i.e. speaker stand)

Neutralization

• Transmitters – RF attack

• Various parts – Weighted Net attack

Figure 14: shows the 

camera purchased for 

testing [6].

Figure 15: shows a similar 

transmitter purchased for 

testing [9].
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Next Steps

Complete small scale 

testing for RF attack 

Continue testing algorithm 

for drone detection

Begin building prototype
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Natalie
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Matlab Code for Compressor Spec
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Matlab Code for Compressor Spec
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Supporting Data
Rocking Drones with Intentional Sound Noise on Gyroscopic Sensors
Korea Advanced Institute of Science and Technology
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Supporting Data
Waging Doubt on the Integrity of MEMS Accelerometers with Acoustic Injection 

Attacks
University of Michigan
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